Analysis of Al Text Watermarking & Removal Methods

A comprehensive review based on Alberta Tech's video: "Google has secretly been watermarking your text
for years"

Source Video: http://www.youtube.com/watch?v=BFksx2M93sw | Channel: Alberta Tech | Topic: SynthID, Pseudo-Random
Tournaments, Pros/Cons & Evasion

| 1. Executive Summary & How It Works

Major Al providers like Anthropic (Claude) and Google (Gemini/SynthlD) implement invisible statistical
watermarking to comply with regulations like the European Union Al Act [00:00:56] .

Instead of placing explicit visible text markers, the watermarking algorithm uses controlled pseudo-randomness

[00:04:51] . During next-token prediction, candidate tokens enter a tournament-like selection process evaluated
across multiple layers (e.g., 30 layers) using secret-key-derived G-values (Bernoulli 0/1 tests) [00:06:051 . The
output text retains standard quality and probability distributions, but contains a statistical bias toward high average
G-values, which the model developer can verify mathematically over longer passages [00:09:35] .

2. Pros and Cons of Text Watermarking

PROS (Benefits & Advantages)

* Regulatory Compliance: Allows Al labs to fulfill EU legal mandates requiring identification of synthetic
content without ruining output experience [00:01:01] .

* Preserves Output Quality: Because the token selection process operates within normal top-k/top-p
probability bounds and maintains standard likelihoods, output text quality remains virtually unaffected
[00:02:28] , as supported by Google's study on 20M Gemini interactions [00:11:32] .

» Imperceptible to Readers: Unlike explicit badges or footers, the watermark is entirely invisible to human
readers [00:02:08] .

* Provenance & Attribution: Helps distinguish intentional human writing from machine-generated drafts in
communications, journalism, and academic submissions [00:12:10] .

* Resilient to Minor Edits: Statistical scoring across full paragraphs means simple word swaps or typos
do not destroy detection capability across long passages [00:10:09] .

CONS (Drawbacks & Limitations)

* Ineffective on Short Passages: Requires multi-paragraph text (2—3+ paragraphs) for statistical
significance; short outputs or single sentences appear indistinguishable from random chance
[00:09:58] .

* Poor Performance on Code & Low-Entropy Text: In deterministic contexts like syntax (e.qg., closing
brackets, standard function declarations), one token has a ~99.9% probability. Tournament ties force
standard selection, making code watermarking weak or undetectable [00:10:19] .
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« Privacy & Credit Concerns: Users worry about losing authorship credit or facing automated penalties
when using Al for routine drafting (emails, coding, documentation) [00:00:15] .

» Vendor Lock-in / Centralized Detection: Only the model owner holding the secret key can reliably verify
and decode the watermark values [00:07:24] .

3. Methods to Remove or Bypass Al Watermarks

Because statistical watermarking relies on the specific sequence, choice, and order of tokens generated by the
pseudo-random tournament key, breaking or altering the token sequence dilutes or completely erases the
watermark signature.

Method 1: Paraphrasing & Paraphrasing Models (LLM-to-LLM) HIGH EFFICIENCY

Passing the generated text through an un-watermarked open-weight LLM (e.g., Llama 3, Mistral) or a
paraphrasing tool rewrites the sentence structure and replaces token choices while maintaining meaning. This
breaks the sequential G-value correlation established by the original key.

Method 2: Cross-Translation (Back-Translation Loop) EAsy

Translating the watermarked text into another language (e.g., English — French/German) and translating it
back to English completely rearranges token choices and syntax, effectively stripping out the pseudo-random
token distribution.

Method 3: Heavy Human Editing & Restructuring MEDIUM EFFORT

Substantially altering sentence lengths, reordering paragraphs, combining sentences, and substituting
vocabulary destroys the consecutive token chains that watermarking detection relies on to accumulate high G-
values over length.

Method 4: Prompt Engineering (Controlled Formats & High Constraints) MEDIUM EFFORT

Forcing the model into rigid output constraints (e.g., strict tabular output, specific rhyming schemes, dense
code/JSON payloads, or extreme low-entropy prompts) limits token freedom, causing tournament ties and
preventing effective watermark embedding.

Method 5: Self-Hosted / Local Open-Weight Models COMPLETE BYPASS

Using locally hosted open-weight models (such as Ollama with DeepSeek, Llama, or Qwen) eliminates
corporate watermarking altogether, as local inference code does not implement pseudo-random key-based
tournament selection.
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| 4. Summary Matrix

Aspect

Token
Randomness

Quality Impact

Detectable Length

Code
Effectiveness

Natural Al Text

Standard Top-P/
K

Baseline

N/A

N/A

Watermarked Text (SynthID/Claude)

Pseudo-Random Tournament (Secret
Key)

No discernable drop [00:11:32]

2-3+ Paragraphs [00:10:09]

Very Low / Hard to detect [00:11:04]
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Post-Paraphrased Text

Re-sampled / Standard

Depends on paraphraser
quality

Undetectable / Distorted

N/A
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